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In a nutshell

In-process sandboxing: New technique for securing native code

30 years in the making, finally in production!

Wasm: a widely available toolchain for compiler-based isolation

RLBox: practical tool to sandbox native code w/ Wasm

Firefox has shipped RLBox for 2+ years, now you can too!
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3. The RLBox sandboxing framework

4. Our experiences deploying RLBox
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Every app depends on native (C/C++) libraries

OpenSSL-1.0.2p, OpenSSL-1.0.1s,

OpenSSL-1.0.2p, OpenSSL-1.1.0

SQlite3-3.27.2,

OpenCV-2.4.1, OpenCV-2.4.11

FFmpeg-2.8.0

GIFLib-5.1.1

XML2-2.7.7

Libpng-1.6.7, Libpng-1.6.34

WebRTC-*

Libgraphite-*

Freetype-*

Libogg-
6



Native code tends to have memory safety bugs

Google Chrome: ~70% of bugs (2015–2020) Microsoft Windows: ~70% of bugs (2006–2018)

7

Image from the Chromium project blog 
https://www.chromium.org/Home/chromium-security/memory-safety/

Image from the Microsoft security response center blog
https://msrc-blog.microsoft.com/2019/07/16/a-proactive-approach-to-more-secure-code/

https://www.chromium.org/Home/chromium-security/memory-safety/
https://msrc-blog.microsoft.com/2019/07/16/a-proactive-approach-to-more-secure-code/


“Safe” languages are built on unsafe libraries

88
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Native library bugs are used in real attacks



Existing defenses don’t work

Standard mitigations

ASLR, Stack canaries, CFI

Rewrite code in safe language (Rust)?

Significant effort: rewrite, retest

Billions of LOC not going away
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Routinely bypassed
Completeness vs performance trade-off

“As a practical matter […], we're going 
to be living with software with memory 
safety issues for quite some time”

- Eric Rescorla 
CTO, Firefox



Process sandboxing: isolate code in a new process?

Been around for decades, rarely used in practice!

High performance costs

IPC is expensive!

High engineering costs

Total re-architecture, can’t retrofit
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“Real-world operating systems put a ceiling 
on the effectiveness and applicability of 
sandboxing [with processes].”

- Chris Palmer
Google Chrome Security 

The Limits of Sandboxing and Next Steps

https://www.usenix.org/conference/enigma2021/presentation/palmer


Isolate libraries in WebAssembly (Wasm) sandboxes *

For this talk: Wasm is a compiler that isolates code via runtime checks
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Firefox

libjpeg

0x41000000

0x42000000

libogg

0x43000000

x

Firefox process with sandboxed libraries

What does work: in-process sandboxing

Advantages

No IPC, low perf overheads

Disadvantages

Engineering effort
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Example: sandboxing libjpeg from Firefox

Step 1: Compile libjpeg with Wasm
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jpeg.c memory isolation control isolation

Wasm Compiler and $0x0
mov 4, %
and $0x0
mov 4, %
libjpeg

Firefox

libjpeg

0x41000000

0x42000000

libogg

0x43000000

x

Firefox process

Step 2: Modify Firefox to use
and $0x0
mov 4, %
and $0x0
mov 4, %
libjpeg

int v = *p;

if p ∉ [0x41000000, 0x42000000]
abort();

int v = *p;



Step 2: Modify Firefox to use sandboxed libjpeg
(easier said than done!)

Decouple the library:

⇒ Decouple shared data / control flow

Enable data sharing:

⇒ Reconcile Firefox and Wasm ABI differences

⇒Marshal data lazily for performance

Add security checks:

⇒ Library no longer trusted!

⇒ Sanitize library outputs, restrict control flow
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void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

} 16

Simple app that uses libjpeg



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = in_sandbox(/* ... */);

jpeg_error_mgr* jpeg_err = in_sandbox(/* ... */);

call_conv(jpeg_create_decompress, marshal_to(jpeg_img));

*field_offset(jpeg_img, err) = marshal_to(jpeg_err);

*field_offset(*in_sandbox(field_offset(jpeg_img, src)), fill_input_buffer) = firefox_bytes_from_network;

call_conv(jpeg_read_header, marshal_to(jpeg_img) /* ... */);

uint32_t* outputBuffer = /* ... */;

/* ... */

while (/* check for output lines */) {

uint32_t size = marshal_from(jpeg_img->output_width) * marshal_from(jpeg_img->output_components);

assert(size <= outputBufferSize);

memcpy(outputBuffer, /* ... */, size);

}

} 17

😭



This fails horribly in practice

1. Real systems are huge 

⇒ lots of code changes

2. Details of sandboxing are exposed

⇒ code is unmaintainable

⇒ testing and debugging is unusable

⇒ portability is a nightmare
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OpenSSL-1.0.2p

OpenSSL-1.0.2p

SQlite3-3.27.2

OpenCV-2.4.1

FFmpeg-2.8.0

GIFLib-5.1.1

XML2-2.7.7

Libpng-1.6.7

WebRTC-*

Libgraphite-*

Freetype-*

Libogg-*

...
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This fails horribly in practice
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RLBox: framework to retrofit sandboxing

Idea: Use types to make sandboxing a compositional abstraction

1. Types hide low-level sandbox details
Automates ABI conversions, data marshalling

2. Types track untrusted data and control flow
Missing security checks⇒ type errors

3. Types allow retrofitting piecemeal
Test, review, and deploy sandboxing incrementally

Implemented as a pure C++ library
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RLBox

Firefox

libjpeg

0x41000000

0x42000000

libogg

0x43000000

Firefox process



1. RLBox forces control flow to be explicit

2. RLBox forces data from the sandbox to be marked tainted

3. Tainted data must be checked before use
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uint32_t size = jpeg_img->image_size; tainted<uint32_t> size = jpeg_img->image_size;

Compiler error

memcpy(/* ... */, size); memcpy(/* ... */, size.copy_and_verify(...));

Compiler error

jpeg_read_header(jpeg_img); sandbox.invoke(jpeg_read_header, jpeg_img);

Compiler error



void create_jpeg_parser() {

jpeg_decompress_struct* jpeg_img = /* ... */;

jpeg_error_mgr* jpeg_err = /* ... */;

jpeg_create_decompress(jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = firefox_bytes_from_network;

jpeg_read_header(jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

uint32_t size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
23

1. Control flow through sandbox.invoke

2. Data from the sandbox must be tainted

3. Tainted data must be checked before use



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<wasm>();

tainted<jpeg_decompress_struct*> jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
24

Automatic: ABI + marshalling + bounds checks

1. Control flow through sandbox.invoke

2. Data from the sandbox must be tainted

3. Tainted data must be checked before use



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<wasm>();

tainted<jpeg_decompress_struct*> jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
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The type of size is tainted

1. Control flow through sandbox.invoke

2. Data from the sandbox must be tainted

3. Tainted data must be checked before use



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<wasm>();

tainted<jpeg_decompress_struct*> jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> size = jpeg_img->output_width * jpeg_img->output_components;

memcpy(outputBuffer, /* ... */, size);

}

}
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Need to sanitize before use

1. Control flow through sandbox.invoke

2. Data from the sandbox must be tainted

3. Tainted data must be checked before use



void create_jpeg_parser() {

auto sandbox = rlbox::create_sandbox<wasm>();

tainted<jpeg_decompress_struct*> jpeg_img = /* ... */;

tainted<jpeg_error_mgr*> jpeg_err = /* ... */;

sandbox.invoke(jpeg_create_decompress, jpeg_img);

jpeg_img->err = jpeg_err;

jpeg_img->src->fill_input_buffer = sandbox.register_callback(firefox_bytes_from_network);

sandbox.invoke(jpeg_read_header, jpeg_img /* ... */);

uint32_t* outputBuffer = /* ... */;

while (/* check for output lines */) {

tainted<uint32_t> size = jpeg_img->output_width * jpeg_img->output_components;

uint32_t size_checked = size.copy_and_verify([](uint32_t val) {

assert(val <= outputBufferSize);

});

memcpy(outputBuffer, /* ... */, size_checked);

}

}
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1. Control flow through sandbox.invoke

2. Data from the sandbox must be tainted

3. Tainted data must be checked before use



Wasm + RLBox = fast sandboxing + low engineering effort
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Engineering costs are reasonable

Sandboxed libraries

Image and font rendering

Audio video playback

Decompression

XML parsing

Spell checking
30

Automatic security checks

dozens to hundreds per library

Remaining data validation

on average, 2–4 lines of code

Time: a few days per library



Font rendering

Audio playback

Decompression

XML parsing

Spell checking

Dec 2021

All platforms

Feb 2020

Mac, Linux

31

Deployment in Firefox



Performance overheads is low
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XML Parsing

7%

Font decompression
10.5%  

Test suite

O
ve
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d



We are not done!

1. Performance features

SIMD, Threads

2. Low resource environments

Reducing virtual memory footprint in 32-bit architectures

3. Usability

Updated APIs with modern C++ idioms, DSL for syscall policies
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Help us get this right!

Try it out!

File bugs, feature requests

We are happy to help 

RLBox is covered under Firefox’s bug bounty

Add a memory corruption to an RLBox-ed library

Break out of the sandbox ⇒ bug bounty
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https://www.mozilla.org/en-US/security/client-bug-bounty/#exploit-mitigation-bounty

https://www.mozilla.org/en-US/security/client-bug-bounty/#exploit-mitigation-bounty


In-process sandboxing: new technique for securing native code!

30 years in the making, finally in production!

RLBox: practical tool to sandbox native code w/ Wasm

Firefox has shipped RLBox for 2+ years, you can too!
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@ShrNarayan shr@cs.utexas.edu https://rlbox.dev/

https://docs.rlbox.dev/

